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Koot The views and conclusions expressed in this
‘ document are those of the author. They are
. not intended and should not be thought to
f;.\ represent official 1ideas, attitudes, or
e policies of any agency of the United States
fy< Government. The author has not had special
L™ access to official information or ideas and
V) has employed only open-source material
'y available to any writer on this subject.

This document is the property of the United
States Government. It 1is available for

s

e distribution to the general public. A loan
copy of the document may be obtained from the
o Air University 1Interlibrary Loan Service
e (AUL/LDEX, Maxwell AFB, Alabama, 36112-5564)
Son ot the Defense Technical Information Center.
'j Request must include the author's name and
x> complete title of the study.
N This document may be reproduced for wuse in
= other research reports or educational pursuits
N contingent upon the following stipulations:
o
;'5 _ - Reproduction rights do not extend to
A ‘any copyrighted material that may be contained
:p in the research report.
oA
.j - All reproduced copies must contain the
o0 following credit line: "Reprinted by
My permission of the ‘Air Command and Staff
:{ College."
)
ol - All reproduced copies must contain the
o name(s) of the report's author(s).
o - If format modification is necessary to
L better serve the user's needs, adjustments may
i be made to this report--this authorization
:5 does not extend to copyrighted information or
N material. The following statement  must
N accompany the modified document: "Adapted
X from Air Command and Staff College Research
,!. Report (number) entitled (titlgl
a5 by (author)."
L - This notice must be included with any
’j reproduced or adapted portions of this
" document.
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PREFACE

Electronic combat is an important part of the struggle for
control of the air in today's electronic battlefield. With the
advent of a new, fourth combat arena in space, this tool, often
referred to as "the battle of the beams," must be integrated into
the mission of space control. Rooted firmly in the Air Force's
basic doctrine stated in AFM 1-1, this report lays out a
foundation for exploiting the vulnerabilities of space systems
using the electronic combat "tricks of the trade." In actuality,
it raises more questions than it answers and concludes with a
partial listing of the many areas requiring further study.
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EXECUTIVE SUMMARY A

Part of our College mission is distribution of the ‘
students’ problem solving products to DoD
sponsors and other interested agencies to
enhance insight into contemporary, defense
related issues. While the College has accepted this
product as meeting academic requirements for
graduation, the views and opinions expressed or
implied are solely those of the author and should
not be construed as carrying official sanction.
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— ‘“insights into tomorrow”

REPORT NUMBER 32-1120
AUTHOR(S) ¥A70r YENNETH L. HEFRY, US4F

TITLE ELECTRONIC COMPAT RDADMAP FOR SPACE

I. Purpose: To begin the proc=sss of huilding, i.e., define the

Zz2nt2ntz of, an electronic combat rcadmap for space and provis
founda*tion for the dasvelopment af future doctrine and stratezy.

II. Zrgoblem: Space repreczentz a3 new combhat arena for the future
and no plan exists for the empioyment of electronic combat there
zlaztronic combat is an integral part of the "fterrestrial"
mizszion inveolving control of the air, the doctrine for which iz
prezentaed in AFM 1-1. As the Air F orce evpands into the fourth
military arena of space, so tol must ins dostrine and part of
that doztrine will involve the use Qf electronic comhat.

121, Data: The foundations for el=s<ctronic combat use in <pane
zr + already in AFM 1-!. Epace ~ontral is a natural ouvtgrowth of
c7rntral ot the ajir and juqf az electronic ~omkat i= an intagral
pars ot 217 Zontrnl, it will be for spate <entrol.  Also iust
liza it= terre=trisal <ounterpart, electronic combat in zTpace musc
=a2z ho empioit wuolnerabilities in the syztems 1it'- being
toarzeted againzt.  Space =ystems heve a number of inherent

akilities and thera are miny 'otential tonle in *the
onic ccombhat "har nf trick=" which car be appiied againzt
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W CONTINUED
Yy
- 1V, Conclusionzs: The creation of an electronic combat roadmap
j%; - for s=pace should be pursued. Tk2 task is a large one requiring
M the zathering of a3 vast amovnt of data and the conducting of many
f& zpecial studies. It is possible, however, tc obtain the
R information required and create a roadmap which will resuvlt in
B the right xind of strategy for ths future.
\
I - V. Recommepdations: The military has been directed to conduct
o the mission of space control. Since electronic combat is a
5 proven part of the air control mission, it should be a key
' . portion of the space control miszion. Its uze in space must be
. based on a sound doctrine anrd we should have a well thought out
roadmap to arrive at that dor-trine. The Air Force should pursue
A *he studies which are required to obtain the necessary data to
!z? create that roadmap.
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Chapter One
[NTRODUCTION

This paper begins the effort to create an electronic combat
roadmap for space. That effort explores the existence of
electronic combat vulnerabilities in United States and Soviet
space systems which can be discovered and documented from open-
source literature. It is intended to set the stage for a
systematic exploitation of those vulnerabilities via developmrent
of a roadmap leading to an elecironic combat strategy for space.
The report begins with a discussion of electronic combat
principles in general.

To serve as a starting point for the roadmap, Chapter Two
contains a summary of electronic combat principles and relates
those principles to potential missions in space. It begins with
the most basic statement of Air Force doctrine in AFM 1-1 and
uses ideas from the related publications: AFM 1-6, Military
Space L4 , and AFM 1-9, Aerpspace Docirine for
Electromagnetic Combat. Electronic combat's role in the space
control mission completes the chapter and set the stage for the
next step in the roadmap's development: investigation of
potential electronic combat targets.

The potential for various types of space systems to be
electronic combat targets is discussed on a satellite class-by-
cla=ss basis in Chapter Three. The general characteristics of the
various types of satellites is described along with any potential
dependencies or weaknesses which could be considered
\4
s}

ulnerabilities. Ways to exploit these vulnerabilities are
=zussed next.

Chapter Four contains a description of electronic combat
means/methods, or, in other words, "tricks of the trade." It
dizcusses the role of electronic support measures and outlines
the more offersively-oriented branch of electronic combat,
elactronic countermeasures. Next, Chapter Five contains a
discussion of how some of the generic techniques presented in
Chapter Four could be applied to space.

Using the previous three chapters as a foundation, Chapter
Six describes the contents of the required roadmap and discussec
what haz been, and what needs to be done to complete the roadmap.

: L D) VYD) ) ‘l‘ﬁ L) [ U OO .' s
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oy It iz a-tually a plan to create an electronic ~combat roadmap
. which would serve as a brldge between the pre<2nt rapabhilities
{ ge p r
e and those which would be required ir the future.
.
-.
f: There are many areas or sutject= which must be covered %7 an
:N elac<ronic combat rocadmap, many nof which require much more
N information than currently exists. Chapter Seven addressez way<
RA to coktain this information and re2commends areas for further
! stucty. Some of the recommendations involve survey-level effort:
fﬁ whiie others would involve extensive, detailed analyzes. Thiz
> chapter concludes with some related gquestions intended to be
e -,ht provoking. The paper conclurdes in Chapter Eight with a
? wraz-up of the principles, wvuvlnerahilities, and elec*rﬂ11f comhar
v
o trizkz which are applicable in =space, as well az a recap of *he
r=commendations appropriate for building an elestronic <ombat
A capatility in space.
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; ELECTRONIC COMBAT IN SPACE

PRINCIPLES OF ELECTRONIC COMBAT
Introduction

X~ Before making a determination on the applicability of

0 electronic combat (EC) for space, one should examine its basic

8 principles. Since Air Force Manual 1-1 contains the “fundamental
principles by which the military forces or elements thereof guide
their actions in support of national objectives" (2:v), it <chould
serve as a starting place. This manual defines EC as follows:

[Electronic combat is] a specialized task performed by
aerospace forces to control selected parts of the
electromagnetic spectrum in support of strategic and

! tactical operations. ([(It] involves actions to protect
friendly electromagnetic capabilities and actions to
neutralize or destroy the enemy's electromagnetic
capabilities. The purpose is to enhance the ability of
» our warfighting systems to achieve objectives, since
the use of the electromagnetic spectrum can have a
major impact on the success or failure of military
operations (2:3-6).

The manual goes on to break EC down into its component parts.

, "[Electronic warfare is defined as] military action using
: ) electromagnetic energy to determine, exploit, or prevent hostile
use of the electromagnetic spectrum and also includes actions
K designed to retain the friendly use of that spectrum" (2:2-7).
.3 c s < >
3 “(C3CM is defined as] military action involving defensive and
! offensive operations in a strategy that is designed to deny
Q information to an enemy, to protect friendly C3, to influence
a enemy actions, and to degrade or destroy enemy C3 capabilities"
: (2:3-7>.
¢
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"[SEAD) is aimed at gaining freedom ot action to perform Air
ﬁa' Force missions by neutralizing, cestroying, or temporarily
degrading enemy air defense systeme" (2:3-7).

.\ ot
My,

oY AFM 1-9, Spac o o o C

AR proviaes more detail on the application of electronic combat
principles to general warfare. “Spectrum superiority" i= the

X goal. The overall capability is broken down into specific tasks

s - involving destruction, disruption, and deception. Deception

L) invelves “"creating false or misleading impres=sions" using
ele~tronis combat. Deception works bhest if it can be coordinated

A agairnst multiple sensors used by the same ¢ystem. Disruption is

an action designed to "introduce delays into enemy operations

which will prevent or degrade effective conduct of operations "

Destruction is just what it implies, the physical destruction of

enemy systems, but it can be done using a variety of methods from

-
3
foud
-
-

)
‘tg conventional munitions to nuclear radiation and high energy
o particle ar laser beams (4:2-1 thru 2-2).
at
AXA thor Servica
M
:* , OCther services definitions closely parallel the Air Force's
g but tend to concentrate on electronic warfare and breaking it
wyk down into its components of electrcnic suppart measures (ESH),
v electronic countermeasures (ECM), and electronic counter-
7o countermeasures (ECCM) (10:1-%). Given these principles, are
| there applications for them in the space arena?
P
.)'P#"
) B EC PRINGIPLES FOR SPACE
OOt ¢
Rls
\\
AN = (= ?
Ry
ﬁ&’: In addition to a proliferation of satellites and other systems
: actually located in space which perform their own specialized
;*ﬁ : miszions; landbased, seabased, and airborne weapon systems also
d\' use the servicez they provide. There is a "growing reliance of
:ﬁﬂ' modern air, naval, and ground forces in space to warn, assess,
:bm‘ command, detect, navigate, defend, and carry out a2 myriad of
iy other military functions spanning the spectrum from strategic
. nuclear to low-intensity conflict" (30:78). Partially because of
" this dependency, "the US urgently needs a space control
) capability" (20:132). It is as a part of this space control

sy rizsion area that EC <an play an important role.

) AT ) WOV Oy
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The Depariment of Defense (DLOD) recently published a policy

or =pace which calls for “assured space mission capability and a
cmprehensive zatellite contrel architecture" «1:95-1). The space
uﬁnfrol miszion area is similar to other miszion areas except,
obviously, for the arena in which it's applied, the vastness nf
~ha*t arena, and the enormous complexity and expense incurred in
operating in that arena. "“Space control activities ensure
freedom of action in space for friendly forces while, when
directed, 4denying it to the enemy" (31:85). This policy is nnt
much different than the <conventional "control of the air (gaining
air superiority)>” mission referred to in AFM 1-92 in the section
dealing with supression of enemy air defenses (4:2-2). According
to the unmmﬁs_nunmw issued by the

Io nt Staff for FY 1988, the "DOD will develop and deploy a
comprehen=zive space control capability with initial operations at
the earliest possible date" ¢(31:8%5>. Although not specifically
menticned in AFM 1-1 as a separate mission (space is just another
operating medium), the manual has the roots for this mission.

)70

The Air Force mission, Sfrategic Aerospace Offense, has
objectives which call for "neutralizing or destroying the enemy's
war-sustaining capabilities or will to fight." An associated

mission, Strategic Aerospace Defense, includes objectives “to
integrate aerospace warning, <ontrol, and intercept forces to
detert, intercept, and destroy enemy forces (in any medium

attacking our nation’s war sustaining capabilities or will to

fight" (2:3-2). These offensive and defensive missions,
together, form the basis for <pace cantrol. According to Air
Force2 Manual 1-6, Military Space Doctrine, "space weapon systems

~an also be used when it becomes necessary to establish space
control and superiority" (3:9 As in other types of battlefield
and airspace control activities, one of the toels for doing the
mission is EC.

Ctz Space C

It has been demonstrated repeatedly throughout the history
nf modern combat, EC is vital to mission success. "Past
conflicts have demonstrated that electronic combat must be
inclvded in all phases of military planning and is a vital factor
in the overall cuccess of any military operation" ¢5:204>. At
leazt one aspect of electronic combat, SEAD, is specifically
mentioned in AFM 1-», which calls for spacebased systems to
"rrovide timely cupreszion of enemy defenses to improve the
penetration efrectivenesz of =ztrategic and tactical
lairbreathingl systems" (3:9). Equally important for all
services, the assured use of the electromagnetic spectrum and
denial of that medium to the enemy, meanc also —considering how to
app'y E7 to =pace. The joint EC Master Plan, which was delivered
to Congre=s in April 1987, as well as, the individual services'

UOJOUB0G OO )
OGRS K ' W




, EC Master Plans, emphasize EC activities within DOD in all

Ly operational areas (6:5%5; 13:37,6%), "Success in warfare - air,
land, and sea - depends increasingly on the ability to deny the

N, enemy the use of his electronic eyez and ears while assuring our

own use both offensively and defencively. " (12:--)
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Introduction

LA
EQ Satellites and their related support systems are the basic
o target set for space-related electronic combat. Satellites can
Hy be categorized many ways including one which distinguishes
g: hbetween their ownership, i.e., military vs non-military. In many
. cases, however, functions which are generally peaceful in nature,
n e.g. , navigation or communications, also have direct military
,ﬁﬁ applications, =0 the distinction becomes blurred. Within the
o military categorization, satellites can be further divided into

: weapons and non-weapons. Thus far, the only operational
He catellite weapon system is the Soviets' co-orbital anti-satellite
A (ASAT) system (26:52) but it may soon be joined by a US ASAT and
. components of the US Strategic Defense Initiative (SDI)> anti-
3 ballistic missile (also potentially anti-satellite) system. One
f useful way to discuss these various satellites is by mission area
) : ac deces Colin Gray in American Military Space Policy (15:23-24>.
¥y These areas are: surveillance/reconnaissance, attack
e warning/assessment, communication, navigation, meteorology, and
) geodasy. Although attack warning/assessment, geodesy, and
A meteorclogy =satellites are really types of surveillance systenms,
'M each of these misszion areas has distinct characteristics and is
N deszcribed, together with the two military classes of targets, in
%. the following paragraphs. Note: dve to a need to limit the
:5 zcope of this research project, only the spaczbased portions of

1 these zatellite sy=tems will be discussed.
LAWY
;l;: i < ve e/ Pa-n = Sate I
'::.
fﬁ These are space systems whose missions involve watching or
o ohserving something; in this discussion, primarily intelligence-
- related activities, as opposed to similar missions like weather,
;; etc. Surveillance systems are those which periodically (or
.*. regularly) visit or monitor a particular area, activity,
#} ftrequency band, otc Reconnaissance systems are those which are
p: generally targeted agalinzst a specific activity looking for more
?; detailed information (15:24). Survelllance and reconnaissance
;5 zatellites have distinct orbital <haracteristics related to their
e
)
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mi==ions and, in general, "virtually all [these missions arel
conducted from low-earth orbit becauze of technical necessity
{gen=rally the need for high resolutionl" (13:26). Examples of

this type 0of space system include the USSR'= ELINT Qcean
Recannaiszance Satellites (EORSATs> and Fadar Ocean
Reconnaiszance Satellites (RORSATs) which "are designed to
dete:xt, locate, and target US and Allied naval forces for
destruaction by anti-ship weapons launched from Zoviet [airborne
and zeabaced] platforms" (21:41). Maneuverability, i.e., the
ability to change orbits, is cruzial for this class of space
sy=tem=, although they probably <an't maneuver fast encough to
avoid an ASAT.

t 2k / = = S =3

Theze are satellites, deployed by the US and the Soviet
Union, to provide early warning of missile launches.

The US early-warning system reportedly comprices three
satellites in geosynchronous equatorial orbit at 22,300
miles altitude. These catellites, two over the Western
Hemisphere and one over the Eastern, allegedly carry
scanning infrared, light, and radiation detectars. The
Soviet satellite-based early warning system comprises
zensing vehicles <(presumably infrared) launched into
very eccentric elliptical orbits (1%5:27-28).

Maneuverability wovld not be required (unless desired for a
defensive mechanism) for this class of satellites.

- Lcati S 114

Introduction. Both superpowers have become dependent on
this class of satellites for command, control, and communicaticns
(C*). The US is probably more da2pendent, however, with
approximately 80% of all long distance communications being done
via satellite (15:28>. Of the variety of US communications
satellites, the more important current ones are: +the Defence
Satellite Communications System (DSCS> II and III, the Air Force
Satellite Communications System (AFSATCOM) (really not a separate
satellite), the Fleet Satellite Communications System
(FLTSATCOM), and the Satellite Data System (SDS). In the future
the US will have the Military, Strategic, Tactical and Relay
(MILSTAR) satellite communications pragram (15:30>. These
related systems have different characteristics depending on their
mis=ion and the technology available when they were built.

DSCS. DSCS satellites are in geosynchronous orbit and are
ascsociated with the Worldwide Military Command and Control System
as well as intelligence, diplomatic, and other communication=z
furnctions. The latest generation of these satellites , DSUE II1,
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—-an use super high frequencies (SHF), is hardened against nuclear
effects, and has limited maneuver capability <(15:30).

AFSATCOM. AFSATCOM is not a separate s=atellite, rather, it
iz a "package" which 1is piggybacked on other satellites. This=
system, carried in the host satellites®' orbits, operates in the
ultrahigh frequency band (JHF) and is used to communicate with
intercontinental ballistic missile (ICBM) launch centers,
airborne command posts, Strategic Air Command (SAC) bombers, and
"Take Charge and Move Out" (TACAMO)> aircraft (15:30).

ELISATCOM. “The FLTSATCOM system [has] five satellites
{which are in) synchronous orbit [andl] operate {in thel UHF and
SHF [frequency bandsl." Thie system is shared by the Air Force,
the Navy, and the National Command Authorities. (15:30) Twelve
of a FLTSATCOM's twenty-three UHF and SHF channels are used by
SAC Headquarters for communications to its bomber force and ICEM
installations (7:180).

SDS.  The SDS satellites, the last of which is inactive, had
a mission unique from the other communications satellites in that
their orbit (highly eccentric polar) was chosen so they could
provide continuous coverage of Air Force facilities in the North
Polar region (15:31).

MILSTAR. One of the future systems, MILSTAR, will have
satellites in geosynchronous and elliptical polar orits. The
system operates in the extremely high-frequency (EHF) band and
will be used by virtually ali: types of military forces. In
addition, the primary MILSTAR matellites may be backed up by
spare=z arbiting at supersynchronous altitude (up to 95,600 nm
ani capable of being maneuvered down to synchronous altitude.
The MILSTAR =atellites are designed to be hardened against
nuzlear and directed energy radiation, and they reportedly use
laser crosslink= in addition to their other data links, uplink,
and downlink «15%:31; 28:289)

Soviet Systems. Soviet communications satellites use polar,
elliptical, circular, and geosynchronous orbits and are launched
frequently (2-3% launchez of clusters of 8 satellites per year>.
These systems probably operate in the very high frequency (VHF)
and UHF bande. The Soviets probably also use their civilian
Molniya satellites for military communications (15:31-32;
28:304)> .

Navigation Satellites

The US and USSR both use navigation systems in space. The
US Navy uses its TRANSIT system for surface ship and submarine
navigation. These satellites are generally launched into nearly
circular orbits at 90 degrees inclination (polar orbits). The
United State=' new navigation system, Navigation Satellite Timing

)
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D
{}ﬁ ' ard Ranging, (NAVSTAR), 1= due %o consist of 18-24 =zatellites and
~ was expected to be operational by 1929 (this date is very much in
TQV doubt 3ue to a lack of US launch capability). The 24 satellite
%5¢ system is supposed te e configured in three eight =zatellite
5&% ring< in semi-synchronous orbits and would allow users to meazure
;f\ horizontal and vertical position teo within 10 meters and velo:ity
agh to within 0,03 meters per second (1%:22-33; 28:202-264)
o The Zeowvriets have announced tha davelopment ot a navigation
e s catellite system, designated GLONASY, which i=s expected to be

N similar to NAVETAR. It uses signals at 1.2 and 1.6 GHz and may
*J alsc be compatible with NAVSTAR. The Soviets <ay their system ic

“intended for worldwide aircraft radio navigation® and iz alsc
prarably vseable by its navy «1%:32-72; 28:306).

P - Mat+ rm N 1 it
X
5,5 ‘ Trhe US has a D2fense Meteorolaogical Satellite Program (DMSPD
;E ; with =atellites in circular, sun-synchronous, pcolar orbits
LN capable of taking visible and infrared photographs of virtually
9 . the entire surface 0f the earth. The information DMSP satellites
ﬁﬁ Prcvide nrevents pther =surveillance and reconnaissance csatellites
B N, from wasting film, helps plan military missions, and checks for
; *: weather conditions which may affect missile launch or warhead re-
o entry. Ac in other typesz of space zystems, the Soviet's
N spacebazed meteorology program is similar to the US. Thelir
latest version, called Meteor-2, ~can transmit data from ites
G scanning infrared radiometer and passzive microwave (millimeter
A wavelength) temperature sounder (among other instruments)
‘:5: direstly to users on the ground. Thelr satellitec have similar
}f ’ orbital characteristics as the US's (15:34-3%5; 28:201-202>.
b
) .‘ [~ Y= -
i~y
&: | This is another mission performed by the US and the USSR.
; j : The US Defense Mapping Agency uses photographic mapping
e | information, supplied by the Geodetic Satellite Program, to
ﬁ& . provide essential data for ballistic missile launch and impact-
ot point location. In addition, these satellites provide the data
ﬂl i from which the US cruise missile’'s terrain contour matching
?k ' (TERCOM) maps are made. The USSR's program ic similar to the US
Aﬁ' : and for the accuracy necessary, both countries' =atellites are in
-,‘;::.'. ! low-earth orbit (15:34-35; 28:201-202).
R
.
ﬁ'_ The ©oviet Union currently has the only opertional ASAT
Sy system in the world. Their system, consisting of an interceptor
g 2 satellite launched by a £L-11 (88-9) booster (21:50), has the
%s“ﬁ capability of reaching targets at orbital altitudes ot at leas®
v, 2700 nantical miles. This weapon "attacks other =atellite=s in
LY orti% by maneuvering {using either an infrared or radar zensor
KRD.
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(11-82)) a ccnventional warhead within range and destroying itz
target with a multi-pellet blast" (26:52). Other potential
Soviet ASATe include their nuclear-armed GALOSH ABM and posszidly
lasers they have deployed at Sary Shagan (26:52).

The United States, on the other hand, does not have an
operational ASAT. The proposed US system, consisting of a
miniature homing vehicle mounted on a combination short-range
attack misz=sile (SRAMY/ALTAIR booster and launched by an F-195, has
only been tested against a satellite once. This test of a
direct-ascent weapon,using an infrared sensor system for terminal
homing and kenetic energy (impact) as its kill mechanism, was a
success, i.e., the satellite it attacked was destroyed (18&:86).

Spl

So far, a Strategic Defense Initiative (SDI> ballistic
zhield over the US is just a dream. Some concepts have evolved,
however, and a2 multi-phase deployment plan is envisioned (16:7).
The first phase of the plan for SDI doesn't call for exotic
technology, rather, it may consist of a constellation of 300 to
400 zsatellites, armed with six to ten killer rockets each, in
low-earth orbit to cover Soviet missile fields (16:8). Included
in this Phase 1 deployment would be the surveillance satellites,
in higher orbits over the Soviet Union, to detect missile
launches, and the battle management system (16:8). Phase I would
ba the first layer in a multi-tiered system with the next layer,
Fhaze II, merely consisting of more of the same type of kinetic
kiil rockets a= in Phase I (16:11>. At some later date,
depending on the outcome of various research programs, some of
the more exotic technologies may <ome into play. Included ac
future kill mec-hanisms for SDI are various types of groundbaced
‘{requiring spacebased adaptive mirrors) and spacebased lasers and
the even more challenging particle beams (20:37-38>. Due to the
uncertainty of the longevity and configuration of the SDI
program, its characteristics cannot be discussed in detail but
zome general characteristice of its components can be assumed and
~ome general conclusions on their vulnerabilities can be assumed
by =imilarity to other =sSpace zystems.

VYULNERABILITY ANALYSIS

Analyzing the vulnerability of space zystems or satellites
~an be approached from a variety of aspects. This research paper
examines the subject of vulnerability two ways. The first is
from the stand point of the =:zatellites themselves, or, said
another way, system vulnerability. The other way of looking at
“ha =zubject iz from the =tandpoint of the missions of the
individual or groupz of =sateilites, {.e., the =zusceptability of
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theze miszions to temporary or permanent negation. There iz, ot
courze, 30me overlap between the:ze two ways of looking =t
vulnerability, i.e., an exploited syztem vulnerability will
probably disrupt a =zatellite's ability to support or perform a
miszicn. There is, however, encugh "separateness” for the two
pet of wvulnerabilities to be examined individually, starting
with system vulrerabilities. Miz=zion vulnerahility iz very
dependeant on the "“uniqueness" of the capabllity being provided,
.e., *he ability to use other, posiibly non-zpace ralated
ztems ins*tead, and will be lett to future =studiec.

Systa FC Yu o ilities

General. BRefore discussing specific vulnerabilities of
indivijual space systems its important to note that many, 1f rot
all of them, are related to waight. Wha*t is eventually put inte

orkit to perform a specific mission is related to tha ability to
firzt get it off the ground. This fact determines (limits) not
only the weight of the actual satellite but alzo the amoun®t of
additional fuel it can carry for houzekeeping (maintaining a

e arbit) and maneuvering. Also limited is the ampunt and
of additional subsystems (perhaps some for defenze) a

lite can carry. Whether or not they‘re actually related to
t, other systems vulnerabilities include: the use of snd
dence on various types of =ensors, lack of redundance

and inter-satellite), and dependence on groundbased

1 ¢tuplinks, downlinks, and beacon signal=z).
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Use gf/Dependence on Sepsors. Almost all =atellite=z have 5
sensor of some type while some satellites actually depend on a
senzor to support their primary miseion. Many space system=s <an
use zensors like star trackers to maintain their on-orbit
ity, btut the ones which could tie the most vulnerable are
ified by photo reconnaissance, radar surveillance,
onic surveillance, attack warning/assessment, neteorology,
odesy satellites and ASAT interceptors. Photo recon-
Fzance satellites depend on a high resolution camera which
records images either on film or digitizes them for transmizzion
to the ground. Radar surveillance satellites depend on a radar
signal reflected from potential targets and on-board processing.
Electronic surveillance satellites depend on a variety of
receivers to collect signals intelligence (SIGINT>. The most
important attack warning/assessment satellites, those which watch
for incoming ICBM3, use infrared sencors to detect the erhauvst
plume from hoosters. Meteorology satellites take pictures of
veather formaticonz ‘depending on cameras again® and make
measurementz of other critical weather parameters using a variety

of zensors. Geodesy satellites also depend on phrotographin

inf-rrmation. Finally, fthe ASAT interceptors which ewxist uce

eith~r radar or an infrared sensor to detect and track their

potential targets. In addition, almozt all of these <enzcor
1z
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e lependent satellites also depend on a connection with groundbaszed
AT sites to relay their vital information to decision makers.
,; Lac £ Re ance. The effects of many attacks, physical
o or electronic, can he mitigated by using spare or redundant
P subsystems or circuits. This practice can be applied within a
b particular satellite or by restructuring the workload of a family
H& of satellites within a constellation. Also, this technique can
v be carried to the extreme where complete backup satellites are
N , kept dormant in orbit as spares. Unfortunately, all of these
™ mitigating practices are costly in terms of weight and system
\{ complexity and are expensive to implement, leaving potential

2 vulnerabilities. In addition, some aspects aof satellites can't
.k ’ be "backed up" by other systems. Communications satellites, for
" example, couldn't be replaced by land circuits (there aren't

! enough of them’ and reconnaissance satellites fly over denied
. areas.
b’
J\i endenc ok = t G . Thus far, in the
::: vse of space, satellites have been put in orbit for one primary
+ rission, i.e., to support groundbased entities. To do this job,

they must communicate information to groundbased sites, as

- previously discussed, but, in addition, they must be commanded
- from and respond to commands from the groundbased authorities.
“ Fun-tions of theze command links include targeting reconnaissance
o satellites and passing housekeeping maneuver commands to
" catellites *to maintain their positions. The=e uplink and
’ downlink =ignals are susceptable to intentional and unintentional
o ‘tespecially during high levels of sunspot activity or during

:j nuslear eventz) perturbations. 1In addition, a whole class of

. satellites, i.e., thosze for navigetion, must radiate signals to
?j erform their primary missionzs. Like navigation satellites,

[ communications satellites cannot perform their missions unless

D) thay radiate and rezeive signals at various radio frequencies.
¢ Along with their primary communications channels, these
ﬁ} z=atellites must also receive and use prioritization information
. to esrt out their many uszers. Finally, many satellites use a
b »2a70n signal tc enable groundbased entities to track their
. reozitions using time-difference-of-arrival interferometry.

n Con-lu=ion. The variety of vulnerabilities discussed in the
mv preceeding paragraphs are generally related to either weight

$ restriztions or mission requirements. The vulrerabilitiecs vary

%2

in criticality, sensitivity, and degree/ease of disruptability.
Many of them are potential torgets of varicus forms of electronic

combat techniques.
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Chapter Four

ELECTRONIC COMBAT MEARS

L J : e
jalal; l

Pefore one can examine the application of electronic combat
to spa<e, one should examine, the basic electronic combat toole,
functions, and techniques. The launching of the first
intelligence payload into orbit in 1962 (23:64) expanded the
elec~tronic battlefield, a creation of World War II, into space.
The system which was launched can easily be categorized as
reiated to electronic combat, falling into the electronic wartfarse
component and further da2lineated as being a member of +he
electronic =zupport measures sub-<component. The techniques used
in World War Il included direction finding (DFing) to locate
enemy emitterse (including radioz associated with troop
cenTantrations); attack warning by listening for enemy radio-
navigation signals; electronic jamming of navigation, radio, and
radar =ignals; and the use of chaff <zalled “window").
Techneclogy advances throughout the systems used in modern warfare
sinc2 the daysz of the so0 called “Wizard War" «23:10), have
creat2d a dependence on electronic aids. Many experts agree
"(without these aids] highly mechanized and automated warfare
would be near impossible" (23:10). It should be no surprise,
therefore, that there are a myriad of opportunities to apply
“"wizard warfare" to space.

eo ~

Electronic combat is already taking place in space in the
form of electronic support measures (the ability to monitor enemy
radio frequency emissions). Space systems currently used to
perform this function were discussed in general in Chapter Three.
Some szpecific examples, for which unclassified, open- source
information exists, include variou=s US reconnaiszance/-
surveillance systems, and the USSR's COSMOS SIGINT collactors.

In addition to the high technology receivers and zignal
processing equipment these systems must have, they depend an
large antennas tn gather the extremely weak signals from threat
eystems' antenna sidelobes. These systems already exist and must
continue to be an a:ttive part of our spaceborne electronic combat

14
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!k =trategy but they will not be discussed further except for the

’ fact that our intelligence systems susceptability to intelligence
! gathering from enemy systems must be considered (23:64-67>.

N

198 ast ic S

b2

h This type of electronic combat is generally composed of two
&. broad classes of equipment; the intelligence gathering sycstems

\ ‘the spaceborne portion of which has already been discussed) and
™ . warning receivers of various types. The most common type of

1 warning receiver in use today (and this doesn't even count the
) thousands in cars on the highway) 1is the radar warning receiver
N (RWR) .

:

& Designed to search for signals from hostile radars,

. RWRs can detect emissions from surveillance and

{s tracking radars, air [or spacel interception radars

2’ and the command links used to guide many [ typesl of

W missiles [perhaps including ASAT interceptors]. Once

3 the signal has been identified, aircrew {or space ascet

¥ control authorities or on-board artificial intelligence

subsystem=z] are given a warning signal, plus an
approximate indication of the bearing, frequency, and
threat category (23:70).

»
PSR G Sy S )

P
L)

RWR= are used *o provide warning and to identify an approaching
threat to a friendly system while there is still time for =one
type of countermeasure to be implemented. Its task involves
b receiving and processing energy from threat radars. An
N azsociated antenna provides significant amplification of an
incoming signal to compensate for its low amplitude. The RWR
M categorizes the threat usually by including a library of <common
0y threat parametsrs in the RWR signal processing subsystem with
which to compare the measured parameters of the potential +threat.
Finally, an RWR may perform another vital function as a “"klock in
a teedback loop" involving the application of some type of
~ountermeasure. The RWR's function in this loop is to check and
determine if the countermeasure has been successful in breaking
the enemy’'s ability to track the triendly system being protected
(22:70-77>.

~
.

YW

- .
-

A new clasz= of warning receivers beginning to be deployed
rvclvez the ahility *o detect emissions in frequency bands not
zeciated with radar. These include infrared, ultraviolet, and
z2r frequenciec and in the future will have to be expanded to
include the more euotic beam weapeons. An infrared or ultraviolet
g receiver can be uced to detect an incoming missile by the
hea* of its rocket motor, or the temperature 2f its skin due *o
internal or atmozpheric heating. Laser warning receivers may ne
important in <d2tecting the use of laser rangefinders, laser
weapons, or in the future, an adaptation of the radar using a
lasar beam «a LADAER: inztead of a radio frequency beam tc d=
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S detestion and ranging. Warning recsivers to detect the presence
N of nuilear radiation already exis*t and will probably ke thae
. forerunners of rec2ivers to dete<t the employmant af particle or
\J .
4 beam wzapons when and if they're deployed «(Z7%:70-77)

M R R

0
b Tris i3 one form or brancth o5f e:ectronis wirfare whare a2
¢ trierdly =ystem jamz or Zeceive- an anemy systen
i
:* Smelinun targets in electronic warfare (actually
o »'2ctranic countermeasures! include enemy curveillanca,
%7 “arget acquisition, and tracking systens, plu= the
] guidance systens of missiles (-Ltluding ASAT
int2r-aptors] apd smart wespons. EW [ECM] may nlzo be
R uz=zd to geood effect against =speech, data, and miz=zile
" guidance communications links (22:260,
A
3, Different techniques are applicable against different types of
% target=. Note: Although not addrec=zed in this paper, electraonia
courrer-tountermeasures (ECCMY iz an egually important aspect of
electrornic —combat An effort m:=t also he mado to determine the
& imp3-t of defending 'S space sy tems against the enemy's use nof
5 ele~trnnic countermeasures, Firzt, 2 1loaok at =zome “bhrute foroao"
oS jamming techniques
' ize 7 . Noice jamming is an electronic
™ countermeasure decsigred to jam or overpower enemy radars. Thi=
V. iz probably the olde=zt (and most primitive) form of jamming. I+
=$ se2kz to overload or zaturate the receiver of a threat radar with
>, unwantad radio frequency noise, making it impos=-ible for it to
- di=tinzuish its own *trancsmitter's signal reflected from the *he
: target. There are two sub-types of n.lse jamming; barrage and
1 spot jamming. Barrage jamming is an easier technique to apply
N since it doesn't require precise measurement of the target
';: radar's parameters. This technique involves =zpreading the output
‘W of a jammer's transmitters over a wide range of frequencies (to
Ky compensate for the uncertainty in the enemy's frequency) in an
WK attempt to get enough nolse into the enemy's receiver tc obzcure
. the return reflected off of the friendly target. This technique
.: ; not only wastes energy but it can cauze detection of the friendly
") syztem by hostile ESM or ELINT receivers or it can serve as a
,ﬁ necize source for an anti-radiation homing missile. The other
YW technique, spot jamming, is more precise (lesz wasteful) but it
requirez knowledge (either a-priori or real-time) of the enemy
i radar'=s freguency. With this technique, the jammer's output
h power <an be concentrated in a narrow frequency hand causzing more
of i+ to he received by the enemy's radar receiver thus making it
Ny harder fnr it to diztinguish 1t= own reflected =ignal (23:06-07,
w The two -t the most important voriations of thece basie noi-e
" Jamming *echniquesz are inverse gain and pzevdo-random noice.
Inverze gain jamming i< used against scanning radars and it
)
g
™ 16
Je
’1
N

) 1 (N
.' “"‘. A n' R R R YA TR AT S RN KN '.n.o I.Q".o .!". o 'M el n'l.a'i g'o,. MUY .'n Y ﬂ. N .' 'o‘.'; "o .Ou Jc' 'o KN "n Yttt



-

£

‘q".a ey e ',o".o:‘.o

irvolves adjusting jamming power in an inverse relatlionzhip with
the enemy radar's received effective radiated power as its bean
sweeps across the target. Properly applied, thiz technique makes
it difficult or impossible for the radar to detect from where in
itz scan the target signal is being reflected. Pseudo-random
noice jamming involves turning the jammer on and off at near
raniom times making sure it's on only when the enemy radar is
transmitting a pulse. This technique also conserves jammer
energy and allows more than one threat to be jammed
cimultaneously with one jamming transmitter (25:--).

Deception Jamming. The other major category of electronic
countermeasures involves deception. "The goal of deception
jamming is to provide the hostile radar with false data"
(23:100). Techniques include repeater jamming, gate stealing,
crozs-2ye, and two camoflage *techniques known as velocity and
range bin masking.

BEepeater Jamming. This type of jamming involves
rezeiving the enemy radar's pulse, delaying it or perhaps
modulating it in =ome way, and retransmitting it to be received
as would a normal echo. The spurious signal, however, could
~ause the radar tco derive falee range or bearing information
abcocut ite target 23:100; 25:--).

Gate Stealing. These techniquee operate on the premise
that a radar receiver is not always in a "listen" mode. To

rrevent itself from being overlcaded with internal and external
noise. a receiver will normally be turned off until it expects a
reflected pulze from a target. There are numerous ways for =
rezceiver to predict when this will happen and the process is
generally called "gating" (2C2:102). Some receivers are gated in
ths time domain and since tims (for a pulse to be reflected from
a target) is uzed to determine target range, this process i
zalled range gating. Other receivers (associated with pulse
Poprler radare’ measure frequency shifts to determine target
velozity and they vze a similar technique known as velocity

(]

gating. In either case, the job of the jammer is to “3steal"
thes2 satez and <Cause the receiver to listen at the wrong time.
1hi= involve: *ransmitting a replica of a target's reflected
p:lze: at the same time az the real reflected pul=e. Then, by
gradually increasing the ztrength of the fake pulse and adding a
time (cr frequency) <hift, the enemy radar will begin tracking
the take pulze instead of the real reflection (22:102). Once the
gate haz been s*nlen, most jammerz will turn off, leaving the
anemy radar with nothing to track until it can relocate its
original target. Of course, no*t 2ll radars are so easily foolad
(AR

zs-Eye. Certain typez of radars, known as

monopulse, measure target position nearly instantaneously from a

zingle reflected pulse. One technique which iz being developed

"y . ! IS NSO OADAOSONONDADSINON0 OO 0,0 1
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ta fo2unter *thic type of radar 17 kncwn a= cross-ave Toix
technique "involves=s transmi*tlva a take @chc {rom two antenni~=
spa<eil as widely apart asz possible sfter intreduring a delibersve
pbaz2 difference" (23:108). The phaze difference will cause *he
vistim radar antenns tc point in the wrong direction and meastvre
an Inicrract target azimuth., Errore will be proaoporfionate to the
diz*ance between the jammer's antennas (232:102,; 28:- -,
Zip Masking. Although certainly not the only other

¥indi of jamming *echniques, the bin masking typez will be th2
2zt ore diecussad here These te-huniques take advantage of *he
moZsrn, state-nf-the-art radars which uze digital <omputers to de
signal prcressing and present an artificial display *o a human
operator Tc do it= job, the computer will divide itz range
and/or wvalocity coverage (spectrum’ into smaller subsection=,
rcrmally referred to as "bing," and lock in them for tarsets.
Thiz artificial proze=msing createz an opportunity tor a jammer +o
intraoduce falce information in the "hins" around the one in which
the =arazet is <ontained, obscuring it. 1{£ done properly, =ince
these vadar= use artificial, computer-generated display=z, there
will not even be any indication the radar i3 haeing jammed
(Z%: -

h & coys Other actions taken

which may or may not involve electromagnetic radiation against an
enemy radar <an be as important or more important in the

electronic warfare struggle. Among the items in this particular
“bvag of tricks" are chaff, flares, decoys, and penetration aids
(called penaids). In many cases these may be the mozt cost-

effective form of countermeasurez for a given situatiorn.

Chatf will deal with radars and radar-guided weapons,
flares can be used against IR-guided [infrared-guided]
missiles and tracking systems, and decoys can <onfuse
long-range sensors and will help ballistic missiles
break through ABM {anti-ballistic missilel] defences by
multiplying the number of targets (23:84).

Chaff. Chaff is another simple form of countermeasuresz
like noise jamming. In fact, the effects are, in a way, very
similar. Chaff is basically a large number of small pieces of a
conducting material cut to an optimium length (normally in the
centimeter range) selected to reflect the maximum amount of a
victim radar's energy. These tiny strips of material cause the
radar to see only a cloud of noise from its reflected signal,
thus cbecuring the target. There are a variety of ways of
employing this technique ranging from many small packages %o
create many false targets to huge clouds to mask the flight of

multiple penetrators. Dispensing methods include tightly
ccmpacted bundles released into the airstream around an eir-raft,
canron shells, and rockets. One limiting factor in <haff use in

the atmosphere is that a chaff cloud will begin to si1cw down
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643 immediately causing the aircraft to rapidly fly away from i<z
OO masking effects, In space, since there are no atmeospheric
‘ wfiazts to slow down the chaff, this may not be a problem

] =. Flares are a lot like chaff, operating at 3
me_h higher freguency, i.e., the infrared region of the
elactromagnetic spectrum. PBasically, a flare is dezigned <o hurn

at a very high temperature, at the same wavelength (or
wavalengths) as the target they're trying to protect, thus
offering a better target for an infrared tracker or heat-seeking
mis=zile to go after. Unlike chaff, flares are an active type of
~ountermeasure, i.e., they require combustion. Problems which
influence their use include their endurance (burn time),
zelecting the proper infrared (or perhaps ultraviolet) wavelength
‘or wavelengths depending on the cophistication of the seeker
bring decoyed), and deployment triggering (i.e., knowing exactly

353 when to use them against what are normally passive seekers which
:# don't give the target any idea it's being tracked). In space,
f combuztion, of course, would also be a concern due to the lack of
o oxidizer in that environment ¢23:80),
(’}} Decoye. Decoys (in the context of protecting aircraft
=2ﬁ: or =zpacecraft) are basically =small aircraft (or spacecraft
::;: dezigned to mimic the electramagnetic (perhaps including infrared
o and vltraviolet wavelengths) signature of the target they're
sy trying to protect. This can be done by a variety of pascsive and
active measures. In one example, the ADM-20A QUAIL, a small
ﬁﬂ pilotless aircraft, “"used built-in ECM equipment to simulate the
ot radar signature of another B-52, creating a false target"
i'g (22:92).  (25:--)
.‘ely !
h;‘ Pa = The term “penaids" is usuvally used to
) dezzribe a collection of techniques to help ballistic missile
Vg warhead= penetrate ABM defenses. These tricks are, of course,
: X4 highly <classified, but one system which has been made public is a
:}m Taniztar carried by the Minuteman II. "No details of the
§ techniques used are available, but a combination of chaff
! packages, active jamming, decoys, and infrared-emitting aero=zols
i seem probable" (22:92). With the advent of SDI, and in the
ol } Fresence of the Soviets' already deployed ABM system, penaids are
Wt likely tec be rarried on most or all ballistic misciles
o (N7 02-973)
ﬁﬁ 07:02-93).
i
;ﬁ: : EQ and IR Jammers. Some of the techniques like flares and

other penalds previouszly described are designed to operate in the
infrared (IRY or optical (alzo referred to as electro-optical or

':: ' EOQ) regions of the electromagnetic spectrum. Recently, some more
i aggres=sive techniques have hagun to be developed. These include
Qﬁ B and [R jammeres.
¢,
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:ﬁ*: I sz Since a lot ot carant use a

S - rotating =can for their =zeeker *tg trac 2 weaknegs iz
- prasent which may he euploited. "The hod involves
BOS, z ¥ a false source of flickeri rey which tna=
¥ L)

)i m praot as evidence that *the seeker 1< not pointel
;.} d raat" (23:112». Tra mi suidance program
aﬁv w arrection commands an ! aztually goide the

»
Bus n tho target The IF i required can he

H) ! ly ar electronical.iy a high
348 = (27:112-11%)

o
D

- . . .
Qﬁp EQ Jammer<. Visually or eliectro-optically guided

"> weap2ns have bean a concarn for some time since they are +woth

" hard +o detect and hard to counter. Although highly classitfied,

there iz gome recent work in thi=z area on “"detection zystems

L Ttha*! can warn the aircrew [or spacecrew?] that th2y are under
af: attatk, while decoy= and jammers may be used *to <confusze tracking
iﬁ and homing devices" (22:113>. There is even one progran, the
o;ﬁ Evxpeniable Laser Jammer, which reportedly iz intended to deal
: o with lazer-guided weapons (272:1132-114).

Lommunications Jamming. While most, if not ali, of the
previouzly described techniques are related to targets and ways
of protecting them from radar detection/tracking and miscsile
=z=2kers, there iz another branch of <lectronic countermeasure=
wrich cannot be ignecred: communications jamming. Since

~ commenications zatellites may he among the mozt numerous in
W spate, this area may ke vary important for space-related
i > ele:-tronic combat.
L%
3 31 . .

g ¥adic links are ancther prime target for EW, and one

'ey which has been exploited in =everal recent conflicts.
' Voize, data, and even missile-command links are all

ﬁ'-A v:lnerable to jamming. If their operation is
b‘V disrupted, *the result <an be chans which an enemy will
T he quick to exploit" (23:116),

f\ N

B

Wy In communications jamming (as there was in radar jamming:’

!ﬂjé there is a choice between unsophisticated noize or barrage type
.. techniquas and other more sophisticated techniques designed to

A ~ounter the more modern digital data links. In general, however,
o "spot jamming [or specialized digital techniques deslgned against
$.' specific data linksl is the most effective since it concentrates
sy the =2ffect of the jamming, while leaving most of the frequency
et tarn? unjammed, and thus free for friendly communication="

1.« (e TLE Aleno as in radar jamming, *he more cophizticated and
‘{? contentrated amming requires more detailed information on the

m enemy =zystems' parameters and will be more susceptable t3 changes
N in tho:s parameters (23:116-118; 25:--).
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Stealth

*One new tactor {which isn't really new but which has
re-ently gotten a lot of publicityl in the electronic battle
be:twaen aircraft (and spacecraft?] and anti-aircraft fand anti-
zpacecraft?] weaponz and senzors is the use of stealth

technology” (22:40). This technology isn't really a specialized
science, rather, 1t involves a combination of several different
techniques including: "“careful shaping of the airframe (or

cspaceframe?], the use of radar absorbing materials" (23:40),
general radar cross section reduction, supression of electronic
and infrared emissicons, and the use of specialized ECM tailored
specifically for the stealth-type vehicle (23:40~-47). 1In any
caze, "none of these techniques is new, but used in combination,
their effectiveness 1s greatly multiplied" (23:40).

Conzlusion

The preceding paragraphsz have been a brief description of
what 1s in the electronic combat “bag of tricks" to contribute to
any battlefield from the earth's surface to space. What follows
is an attempt to select/describe some of thecse techniques for
that unique battlefield associlated with space.
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Chapter Five

EC APPLIED TQ SPACE

I"'*‘Y‘Qx"‘!."r ] on

The battle ‘application of electrcnic combat in =spaced has
actxually already begun. In reality, cpace is just another
cperating medium for aerospace forcer and it zshould be no
gurprize if the enemy brings all of his forces to bear *to deny
the IS the advantage=z of its use. On the other hand, it should
be just as obvious to the United States that electronic combat is
an important tool to use in performirg the vital mission of space
contreol, i.e., denying the use of space to the enemy and ensuring
itz availability for ocur own use. Finally, the United Ststes

itary's almost total dependence on spacehased communications
= for long-distance communications makes it vital to
r counter-countermeasures an integral part of ocur efforts.
has (or reportedly has) already been dnne.

Since they're normally highly classzified, thesze attempts don't
get mu~th visability but there has been activity in developing
ASAT=, jammers, warning receivers, lasers, and other beam weaponsc
for uze in space and against space azsets. Even though they
don't zeem to fit into the stereotype picture of the "battle oi
the beams,"” ASATs are a vital part of electronic combat.

Physical destructicon is a2 viable technique and supreszion of
enemy air defenses also falls under the electronic combat
umbrella. As previously discussed, the USSR already has an
operational ASAT and the US is developing one. Peportedly the
Sovietz have also experimented with electronic ccuntermeasures
againct "ground command transmissions to satellites ({which are?
essential for keeping them in the desired orbit, [and they have
also triedl to deceive the satellitez by giving them falze
commands to descend into the low atmosphere wher= they wouid hurn
up" 9:294>. VWhether or not these reports are true, they
reprezant applications of electronic combhat *o the sSpace
environment worthy of further consideration.

§]
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" The i'nited States has also supposedly

L)

' develaped a ceries of jammers [including a “series of

N ECMe to degrade Soviet reconnaissance zatellite

8 performance - particularly those uszed for tracking UT

™ Vaval surface ships and submarines" («2:206)] to

N+, counter an electronic attack ... (but]l finally opted

fﬁ for passive ECMs such as chaff and false IR targets

. capable of deceiving a killer-satellite (9:205).

jx ‘ "IR decoys have [alsol proved to be particularly effective for

}, protection against ICBRMs ... to divert the deadly weapon from its

" true target" (9:295-6). Recognizing the importance of attack

y : warning/asseszment satellites, the US has "developed radar and IR

" warning receivers for installation on [these] satellites to

. provide them with early warning of the approach of a hostile

f satellite, allowing them time to manoceuvre away from it®

e (Q:206),

% Lasers have also reportedly been used against space azsets.
On two occacsions, 18 October and 17 November 1977, two

‘d JSAF satellites used for transmission of data required

o for wartime operations by Strategic Air Command's

< bomber force, as well as other US Early Warning

y satellites, were put out of action for almost four

& hours. CIA experts suspected that the black-out was
due to deliberate jamming by the Soviets using a laser,

X 2ither baszed on the ground, or in a killer-satellite

g‘ which they were testing (9:203-4).

S

* Wnare do we go from hare? A plan to answer this question is

K mresented in the next chapter, but first some general informa*tion

muz* be considered.

M

1'3 + 9 awt?

g

a In the opinion of one expert,

$’\

% There are two dinds of countermeasures applicable in

i . =pace warfare: countermeacsures against the platforms

oy or space-stations (shuttle, Soyuz, satellites, etc.>

L and countermeasures agalnst ‘directed-energy' weapons.

K} Both require threat warning receivers for immediate

ff - detection of enemy radar, laser or IR source (booster,

- exhaust, etc.). Against the platforms, similar ECM

b equipment to that used on Earth could be employed: an-

W board jammers and expendable jammers, chaff, IR flares,

b radar absorbing zhields, and so on. Against the laser

! theam, lazer decnys, mirrors, and space mines could be

'Q vzed ~ or any other electro-cptical countermeasures
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(ECCM> which emerge from tochnelogicsl progres:

(2080
Actually, what's being =said her- i+ -hat virtuvally any nf the
electronic combat techniquesz wkich sre applicable on earth, and
in the earth's atmosphera, are applira“‘n T Space warfare,

There are, however, some iwmpcrtant <ons 4er3+10n whickh must bo
faztorad into the equation
Can=ide + 1 =

Welizht, Cost, and Complexity. Ilefore rushing headlong into
designing, developing, and deploying spacebased electronic conmbhat
capabhilities, weight, <ost, and complexity must be dealt with
The same weight restrictions that apply to the zatellites
themselves must also he taken into accourt when dezling with any
type of electronic combat subsystem "add-on * Az an example
nuclear/laser hardening “"coste" hetween 20 and 20 percent cof =
zatellite's launch welgh+ dnpnndlnq on its required endurability.
Increased launch weight isn't the only factor involved. Counter-
countermeasures for communication= links <cost money and
conplexity. A satellite's research z2nd anvelopment ~ost can he
incr2as24 by 20 percent to achieve a high degree cof anti-jam
capakility for its links and it can experience more than a 1000
to ! degrade in its capacity to transmit 1nformat10n compared to
an vnprotected link. Finally, increased maneuver capability “o
avoid a direct attack can not only increase launch weight
significantly, due to increased fuel loading, but can also
increase satellite acquisition cost hy up to 20 percent
(27:42-3)

Environmental. Electromagnetic radiaticn (radio, radar,
infrared, visual light, etc.) is unaffected by the environment of
spaze (it's actually enhanced compared to radiation in the
atmosphere due to the lack of abzorption and other effects) but
its about the only thing that is. The vastness of space and the
geometry of potential encounters must be taken into account.
Jammers, for instance, must be properly pesitioned to get
csufficient energy into an enemy's receiver to overpower or
deceive its intended operation. Lazer links between satellite=
or to/from earth and space will be particularly difficult to
intercept and jam due to the tightness of their beams and the
neces=zity to be properly placed to "see" themn.

The lack of atmosphere can als=c hamper application of
@lectronic combat techniques like floree and chaff. Flare=s, of
course, must have an oxidizer to burn and although this can he
providszd or another tyre of infrared producing reaction «an be
developed, these thing:= must be considered. Use cf chaff will he
enh3nced and degradazd. Sinrce there'+= no wind reacistance, it
wouldr't =slow dnwn and leave the target itc *rying to =crzen,
like i+ deesz in *+the atmoszphere, but disperzal may ke a problem,
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i.e., on.e put into motion to spread it into a <loud, a <chaft
package will continue to disperse unchecked by wind resistance
and gravity

copclu=ioun. Most of what's in the electronic ~ombat "“"tag of
tricks" should he applicable to space. The important aspectsz of
application of the various techniques are the cost of using “hem

in zpace (in term= of weight, cost, and complexity) and the
"J{fferentness" of the physical environment. Careful planning is
required to determine the most cost-effective way to achieve the
best results in either enhancing US capabilities or degrading
enamy capabilities (or both) and this will be the subject of the
next chapter.
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Chapter §&ix

A PLAN TO CREATE A SPACE EC ROADMAP

INTRODUCTION

it}

v
v

basis for building a roadmzp to achieve a level of
c combat capability in =pace has been diccusced in

Two, Three, and Four. This chapter will describe the
of the required roadmay, and dizcus= what has been done

needs tc be done tc complete the roadmap.
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¥ of a coherently stated space <ontrol doctrine in
1-6; the potential for our space systems to be
combat targets; the potential for cffencive use of
combat against our enemies' space systems; and the
electronic combat means/method=s at our disposal, =211
he need for some kind of a master plan. This plan iz
Howvvar an "end product" and the method tco build that product is
a roadmap. As stated in Chapter One, an electronic combat
roadmap for space would serve az a bridge bhetwoen where we are
now and where we need to be. 1%t documents what i= being done and
rez2nts a coherent plan for achieving future capakilities.
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ROADMAP DESCRIPTION
Introductian

There are no firm guidelines for construction of a roadmap
of the type proposed by this report but there are some “common
sense" items or sectione which should be included. This includes
a threat description, a "friendly systems" descripticn, a
statement or exploration of possibilities, and a set of

requirements. The first two sectionz= are the "whers we are,”" and
the other two are the "where we need to go." What's miszing iz »
diszuzzion on “"how we get there?" This report will deal with
1:1'7'[ ¥

~=ty

e foundation getting there tut since the decisions

to “flesh 1t out" must be made at very high levels and
necessity be highly classified, the "how we get there®
part of the roadmap will not be discussed. Althouvgh a timeline
section will he addressed, also mis<ing will he a discuszzion of
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: N "when do we get there?" The answer to a "when 4do we need i+7®
xﬁ type question is: now, or yesterday, but a practical answer

) dep=nds cn the level cof committment and the priority given to
"y some very detailed and complicated analyses.
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Eﬁ Encompassing the entire spectrum of potential threats tc UZ
zpace systemsz is not the purpose of this section of the roadmap.
g? . What is intended is a more detailed description of potential

W

K targets for offensive electronic combat than was provided in

‘ﬁ. Chapter Three. Additicnally, a description of any enemy
R ele~tronic combat capabilities in space or directed toward US
hk . cpace systems should be included. To keep the scope of the
' roadmap manageable, these descriptions need not be complete,
- fine-grained technical specifications but should provide a
% zummary of the known threats, a summary of what'e known about
w' them, and a reference to a more complete technical description.
05 Wher2 information is not known, but is wvital to the completion of
fhl the roadmap, this section should aleo highlight that fact and lay
W aut requirements for additional information/intelligence
1 gathering and reporting.
n
g’
}i Like the previcus =ection, this one need not be a technizal
o encyclop2dia, but 3hould summarize the critical technical
‘ ~haracteristics of US space =zystems which will play a role a:z
N targets or weaponz in the space ceontrol/electronic combat arena.
% “laszification and 2:ce32 will be a problem even with the
r "rummarv-level” information required for this section, bYut an
£ =tfort =hcould b2 made to make thic section as complete ac
e rozzikle hecause 1t will serve az part of the bhaseline for
) %etertinirg fotura Pap=b111tle= jenerally this sention chould
N ~an*ain basic technical chara« istics, a deccription of any
.3 e :'*ronlr ccun‘ermuoun+ermnnaures features, and a description cf
v;, any tnilf-in elestronic countermeasures capabilities.
2
i
v This section shovld examine the types 0of electronic <cmbat
b& meanz’/methods which zhould b2 uszed in performing the space
uﬂ control mi=zzion, az well as information on how and when they
3 zhouvld be applied. I+ zhould detail, on a mizsion-by-miszion
‘f‘ tazis, what can ke don2 by eliectronic combat and where in the
f” =g27*trum 2of <onflict (from low-intensity through nuclear and
bevand) it <an’/should he done In addition, endurability ‘hew
! 'nng a countermeasure':z @ffe-ts can be maintainedd and
f: rerishability (the potential <Yor technique negation) must ke
Qﬂ erplored. Thez2 are, of corrze, ~xtremely compler and interwnoven
o concepts which muzt be the svbject of a great deal of rigornus
W analyszes which will he discutz=ed in the next chapter.
%f
!".
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i Newt to actually obtaining the runding fo o JuEt
?g f£illing in this zeztion may he the -t difficult
O complete,  The ftasx wil include descriting the tyre-= of
X 1] eleztronis countermeasures and counter-rountermessuras which are
Qﬂi r=quired for each particular space zystem/mizzion.  Thiz zection
L, teilss on the pravious section which desaribes vhat ~can bes done
ﬂ“l Yy maxing a statementnof what zhould/must bhe don-=. uideline=s or
“" auirements 1(9r electronic Counter CoupTerm2asured
h'- iez mus* b2 a part 2f thi: :ection a= wall a3, a
:qf of what =2lectronic countermeazures and other )
a&d combat techniques ehould he in fthe 18T zpace Contro.
,:: imalipe
.
3, flthough not intended az a detailed, rigid =-hadule, thi-
\\i sextion s=hould provide a description of —he vorious tasks 3and
15 ztiedies wnich muct he done, =ign responeibility tor the joks,
and provide general guidance on the importance and time
ﬂ33 tivity for ea-h jcb. Enough detail must te included in thi-
N z=imn, oOr in attachments to the rosdmap, to enable the tasked
o agency to carry out its assigned tack In addition, the roadmarp
i must b2 approved at a hlgb enough leval ta ensure the tagked
34 *akes the inb =ericucly 2nd alse has *he autharity to =%
> done
LR N
b
CREATING THE ROADMAP
N
v
: o] Yn? raSua-~+ i an
KX
.$“ What has been described o far, in thi=z chapter, iz =2
N skela*al framework for what will precede the roadmap and what it
w . should <contain when it is complete. The next task is determiniuy
*swp_ what must be done and who should do it to actually <reate the
i roaimap. Much of this will be further developed in the next
gLt chapter ac reccommendations for further study. fGenerally, the
d fir=* two tasks must be completaed before the next two can be
ﬂ? finizhed, but there may be ways of segmenting or subdividing each
h’: tazk +2 allow the appropriate parts of all four tasks to be done
ﬁrh for one gspecific miszion or system at a time.
t
’:“l" : ke Posrn = ilities
o abd
rm . f2*nally the tacsks which must be done are fairly well laid
Ahet nut in general by “he description of the roadmap. The fir=t two
'gt sectinne are survey-*type tasks involving a search of information
e which s held by various agencies. The other two s2cticns will
BN requirs anslyzes=.
s
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'ﬁ hreat fra threat information, mu~h of which ie porlishan
h 0 r2zularly by intelligente agencie: (‘like the “entral Intsriiowcae
I Argoancy, the Navional security Agenrcy, the Defenze Intelligan -
F:@ fagnncy, and the intelligence =taffts of the Army, Navy, and Al
o Taro- o should Ye readily available at the appropriate zeocur iy

j CacTification Dol M"ocauze of their familiarity with the :9ts
E‘J . ar.d feadir accsntablility by the rect of +he intelligence
V&‘ comrurity, thls *ack should he done by one of the intellizerce
\ )' ie=; zuch 2= DIA or perhapsz the J-2 cf the US Tpace (ommand,
Wy oimportan® az the task of collecting the informariorn
) on hard, wil! be the identification of what isn't vncwn

N and ontaining *that informa

t2
) - cing
argan of the A*r For (Spaﬁn Syztems
AN Tivisiond, the Qffire nf the ﬂecxﬂfary of ﬂofnnfa (C21T), and +h=
?ﬁ DOrmanization 2f the JTaoint Chiefs ~f Staff <J-2 and J-6>. T[a%> con
:q: ! mest likaly b2 the property of their uszers.
ot are th» rezponzibility of Systems Commarn:

. zimilar agencies in the nther servicez 2n4
¢ inform.+*ion on thece =yztem=. Gathering
‘G *heoirteormation regquired in this roadmap ce~tion will require
,jﬁ “olovt" ard wo ez, The hnlder:s of the information will he
*ﬁﬂ relusrant €9 releace it oand it will almest certainly bhe protocted
‘*ﬁ ToTpecisl artess caveats. ¢ Cprace Command alzo seemz *o %: *he
lmﬂ v 0 1A enIy to o do th‘: Jab since they're the desipnatae:

stem=s
"."
wﬁ. thiz g=2ction will be an enormous
'ﬁb \apahll'*v and imagination. It vill
h¢$ lvzie of the missicns and capakrilitiec
K the ucefulnesz of those mizsicn:
) zyzteme' uzers, and the degras *o
bf " capabilities provided (inciudinz A
wﬂ Lok z “th curis e wazted or airborne system= which could tar=
e roa2d Coupled with *he erxamination of capabilitiec, wiil
r', = ~f when in the spectrum of conflict the ‘
AN wre impartant. we to the scope/complexity of rthis
e have 42 be done hy contractors with the c*ﬂdy
R* S0t byoa DO ftosal moint or by USTPACECOM/ T
!. 3
s’* Reguiremsnts. ?Le_c mu-+t flaw from the doctrine ani
Qh, rr=fazy whicth ore dewvelop2d ‘or cpace contral and the part wnich
Ma ooaltranic comoat p;ayz in that miszion. [+ may be impossible to
a2 cr2ag requiremsnts Aown P oan individual systems baziz for all

* cyotems tut oan attempt fhouvld hae made to establiizh bhazic
.1r rosciremerts for general mizzinn categories Since doctrin: and

2troteoy are Zdaveloped at the uppormost levels of the zservices, =
‘“T triozervica worving proup chowld be establiched (with OTCL S~
¢“ our2raight: to raeate tha Inundﬁtlon far requirements az well a=,
B a minimum 'svel ot mandarory capability. Inputs should flow from

sXY,
\V]

Lo v'f\
R L]
| »
»
o8
)

AN . \ ‘ LIONE00 0 vy,
N A O A N NN U N S RGO l‘.hl"itfgtcf..l‘g.o 1V, W, ¢ o‘lzg.ﬁ:l'g !!J,l" Wy .0.. Wt ! "‘ l. A “.‘b‘.‘l AN



N
of

]

N

£}

-
!

&

- L3 "
‘?’ .J’
S LI

-
]
. g

"’5
PP A

-
"l

-~
1

S

X
s
&

K 22ardr A
LN ]
'IA?{I

Y
L

e

":'- v\' '-¢ .'a"" ;

LS

e )

[ ]
A

g
b,

.

~

1
3
-
'

-
_.v Q
E 0
<~ A
PR A
= wrovi
z

e 0

TR W R R S

MR vy
S T ol ¢T)

b

A~ ¢
it o
Tmeearndat i

o
ot
}/]
'

]

Do+ o

3
o

v
13

Su

-
iD
B D I

3
]

[ATT I TS T
e
D

s

1]

1
t iy

ot

ol

9]
3

Ia1]

Wy g ot

re
§

1
£
pe
nd an
i

and
T A

Staso
zars
to a2
tion o
nf ipf
Az 3!
ne roa
it o to
sex=.

f this
r =tud

b

4

i

[

;-‘W"‘-"L'\"“ AR A e AN N Sl lief Sa i Sl Sl A San LA A A st aud avh ath cUA' obd' SRRV A LT L gt ) pa g C it et 4

o
[Eae]

,
[as]

Ty "‘W“W‘m‘m‘—'"“w“‘w




TR WRTO T TV T WU W TN UWY " u " S ™ SN =nen vy

Chapter Seven

RECOMMENDATIONS FOR FURTHER STUDY

IRTRODUCTION

The mo=t obvious areas
whizh will help in actually
rz~admap. Of these areas,

are other aresas= whose
are less difficult to
=t1rdiies which are more like

erational systems.

are two
caoriinated,

bt
1JJ

he =zubrequent

=g
=
¢

e

w1l .

i

a

=

tdy

various
ard
capabii

Pl
+
.

there are some which
and which will require tough

eut1a11j impact the appli-ation of the roadmap's finding=

vital effort
The first

21ooment mu=t be
davel o
important.
=y itamT
an

requiring further study are those
building the space electronic <ccmbat
are abszolutely
research and analysis effor+t=.
ztudy will help build the roadmap but
do. Finally, there is a third seat of
"related questions" which could

-~
.

G

in this area which
ent capability for
exploraticn of spa
ion of space contro
in conjun-ftion with
:1 deocstrine and =ztrategy.
Thiz one involves explorati
ed by the U3 and our
2uamination of Toth sides'
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trine, the principles of
awareness 0of the importan:oe
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meling completely fulfilled The
=pac2 deoctrine today and air
i< amazing. Ewer Hap Arncid

-mad

r5+ad" for

oAy v
! “_‘“ln M

ey

+

n-

ik

(TN AU AT L M AN W A
Do OISO R RN AN R BT

A0
OGNNSR, s' R ‘4‘ .f—'g“‘ 'r\ oyt

)
. i .'1 “ “", ’i. .9.‘.




=iz, "Ac+tuidl wartimo vsze has confirmoad S ceitie
nnyiesarca, Peyond tha*+, rowsver, +he1r o
wmtrar of conjaetturet (£o 20 Vhat 1 ve
aramination of the two =gy vz Nt Aa-dripe
and 1l-+, and an effort *o ircfvds i ¢ hem
v what we bslieve we can do in =pas= beroes
* nf docctrine; ~onsidering the cronzvraint
. Tnst, ~omplexity, and others; =pate cont
tormerlated The use of =zlectronic ocnmbet
iated for the =pace contrrl miczion Like 1%
*rial" misz=ions. Finally, thie dag-rrine an
z way into AFM 1 -9, the Doodrine oy Wiac+r

Aithmugh the ~aordination and -ronroeee! £ 2o
rrraTar muzt take wiace on Yhe Air Staté, the tnr
‘ be begun at Air Compmind «nd o

rezearach prajes
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v icular rcapability, one =%
of effects will be and what
en pected. These ideaz are
ars part of utility/dependenny
af the uze 0of electronic comba*t in =zyave, thaze
a7 uld center on space syz=tem= but zhould be broad
en compazz cther zystems capable of performing the =oame
or izzions They must ewplore the =ssential
of Se a particular techniques or capability: wharn enemy
3igral, subsyztem, or Eystem to vse it again:zt; anc what otper
signal=/syctems must also be countered. In addi<ior, the
quaztiaonz of technigua/capability encurabili+y and perishability,
mantioned in Thapter Six, mu=t be answered., The hnazt way *o
ew;lain a utility/dependency analysis is thrcugh an example

Thz scenario for this example iz ocean =urveillanzte. [pars
syst=mz which are available to the enemy are hi< orean
surveillance satellites (described in Chapter Three and their
azcociated groundbased command and <nntrol syztemz. The analyziz
will <enter on what electronic ~ombat techniquez/capabili*ties ~nn
be us2d by friendly forces to hide naval fleet movementc.
Queztions which must be anzwered inrclude:

- What techniques are there to uze (ALAT
zmoke, weather, <haff, spooting, de-,pti

- When shauld they he uzed and for hnow lonz?

W
[

DD 0 W\l O 0000
v l‘:’g?l',1l',ﬁ".ﬁ?@"?\fl';’l'.:i‘.‘l_'qf"Q!“|.l!':l,'..?".“| ."‘.‘jy 5!".“,

N MBROAS
%) ‘t'h‘_"l‘,‘4""""‘#‘!‘-‘?‘ ’l.“‘s.l '.Vl‘x'én'ﬂ




e L
EAS S |

=

x5 Lo

-- During maneuvers at sea?

-- Nighttime or daytime?
- What =hould they be used against?
-- Satellites?

ntrol linkes?

i
0o
0

~— Control facilities?

-~ What information doez the enemy obtain from the
satellites, i.e., what is their utility?

- What other systems (reconnaissance aircraft,
submarines, agents in ports, etc.) does the enemy have
which can augment/replace any negated space capability,
i.e., what iz the degree of dependency on the space
system?

- What iz the enemy's capability to replace a negated
or destroyed satellite?

~ What are his reactions likely to be?
-- Military?

~-- Political?

These are jus* zome 2f The guestions which must be asked and
c2nzwered for only one scenaria. The same kind of information
world he required for other individual scenarios and also for the
integrated, interwoven, larges-scale scenario of a theater or
nuzlear war. Ferhapz the bezt way to begin this task is by
looking at the individual, more easily-defined =scenarios and <hen
z2rpanding to tre broader, more all-encompassing scenarios. Ncte:
Just a3 thi=s *ype of analysiz is important for studying the
rmnlicatisn of countermeasurss by US systems against enemy
sy=temz, *the raverze iz 2lszo *rue. A utility/dependency =tucy of
anrmy countermeacsuraesz againzt TS :=pace and related systems would
e vzry uzeful in de2vzloping wlectronic counter-countermeasures.

ROADMAP SUPPORT STUDIES
Introduction

re the =tudies which will help huild the roadmaj.
have already bheern explored in Chapter Five: +the

3
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many

“hapter £ix: calle for an eutenzive ~ompilation of
information on 2nemy systems as an integral part of the roadmarp
This would be a large task. However, as a tirst step, parhaps
what can be done iz a survey of infeormetion =zcurcesz (zort cf 2
literature search or a building of a bibtliography) to provide o
fcurniation for the more complete information compilation Thic
{= ancther area which may be able fo be done by an Air Command
and Ttaff College student as a research praject.  NOTE: DIA s
already involved in doing some of this

st

ke the effort on threat
ed for in Chapter Six in thisz

=system=, the ccope of the task

call area is also large. Again, as
a fir=t step, a survey-level prnject <hould be done. This one
will probably be more difficult than the aone on threat systems
becausze in a lot of cases, information on our own cystems i=
harder tc get than on enemy sys*tems. Again, at least an idea ot
"what'= out there" should be compiled. Fraobably classified, *hi-

task may be tco large and difficult for a student research
preoject. NOTE: This study is being done, in part,
of the Secretary of Defense (C31) Organlpation of the Joint
Chiefs of Staff.

Roadmap Plan Study

This project is essentially a re-do of this research paper
but at a classified level. It would involve primarily the
information presented in Chapters Three and Feour, substituting
the “real® data for that which was extracted from open-source
puklications. The goal of this effort would be to either
validate or refute the ideas presented in this paper. This can
be sponsored by Air Staff or the Office of the Secretary of the
Air Force.

In+:Qd”htj Qn

Not intended *to b2 anything like a complete list of related

topiz= to be studied, these are just some ideas or questions
hi:h may have a tearing on the general subject of electronic
comba* employment in space.

34
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_ Is the use of electronic combat in space legal? Does it
AR” impact any existing treaties or laws? These questions must

Cy involve participation by USSPACECOM and the Judge Advocate
b: General.

o, .

elr ¥argaming

\

Xy . Is 1t possible to model the use of electronic combat in

) space using existing wargames? Can the results of such use be
Pt predicted? Do the models need to be modified? Studies to answer
‘Q . these questions are underway at USSPACECOM, AFSPACECOM, the Air
ﬁ* ' Force Center for Studies and Analysis, the Organization of the

' Joint Chiefs of Staff, and the Air Force Wargaming Center.

\.) ; - Spac

g]
:2Q If a national aerospace plane is to be developed, should it
o have electronic combat systems like a radar warning receiver, a
0! jammer, or chaff/flares? §Should the space shuttle? Should the
a space station? These questions should be the responsibility of
e the National Aercospace Plane Joint Program Office and NASA.
nj

En
N CONCLUSION

“

There are many other areas to be studied and questions to be

[z azked than the ones briefly mentioned in this research paper.
e The gathering of information is important but the formulation of
L doctrine/strategy and the prediction of effects/results are
5 vital.
%

)
£
o
)
i
e
A

®
IR

S
w
i)

e
Rt anne 0AOOB)
Al ‘."’e'.'(“‘a LR, IO e et ';‘\ M XK XN RN 'c‘a't'o NI IO NEAT N ' v."' thtnnte



nd

[N DTS »
“',’A\A'n.,": »

N OO
.t c.l.,tﬁ'-tl“tA'.tl’ "i‘;‘:g?.'_n"'

PR . .

Chapter Eight
CONCLUSTON
Tuis paper hasz sxplored tho prldu-ple" of ela-“ronic combat
ani *ha function= which 2compries tha* 1t has exanined
1@ tyves of spacte z2ystems uzed hy the Sf*ateas ani fthe
t= which are paortential tarqgets for alectroni-c - omhat
inues/methods Alzo investigatzsd were the oontont:
ie combat "bag of trickz.” Finally, #“ome ideasz s
ild ar 1 < roadmep wer
leng with fez and JnﬂlY%mi hic h
iorne and <h might e a
he <cle many chie-tic
ill © in Zpauo nro te
aze zome hb1a'+1V?€ tor nrera
Tao r a doctrine ar
ra gy muct be dn&eloped and an 1ntegral part nf that &
and 5* ategy will b2 the use of ele<tronic <ambat. Ther at
0f worx to be done, but the recommendaticns ‘w* fnar+ther and
construction of a roadmap, if implemirted/continued, wil
long way in enhancing S capabilitiez in the fourth mil:

arena
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